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PART I

INTRODUCTION AND OVERVIEW





CHAPTER 1

INTRODUCTION

Discovery of electronically stored information (ESI), even under optimum circumstances, is a complex,

dynamic, and difficult process. It is also a collaborative process requiring a mix of legal, business, and technical

knowledge and skills combined with an increasing reliance on technology to facilitate the process.

These imperatives are being positively addressed by the courts through evolving interpretations of the

Federal Rules of Civil Procedure and the December 2006 Amended Rules, resulting in several major themes

that are important for litigation and discovery practitioners to understand.

Foremost is the requirement for counsel to demonstrate best efforts to achieve a cooperative and efficient

approach for accomplishing cost-effective ESI discovery. Inherent in this requirement is the desire of the courts to

be unburdened from involvement in resolving capricious discovery issues resulting from lack of diligence and

good-faith effort on the part of counsel.

These requirements point to the unquestionable need for counsel to understand ESI sources and information

technology, including the software tools that facilitate discovery and litigation. It is also important for counsel to

understand how the ESI discovery process works within the framework of corporate governance and technology

issues.

These imperatives are made more urgent as the absolute volume of information continues to increase and

litigators are obliged to forego ‘‘game theory’’ approaches in favor of strategic cooperation in order to effectively

contain discovery costs and protect the client’s position. Seeking all relevant information will give way to seeking

the best relevant information.

This will require use of sophisticated discovery tools—concept and contextual searching, artificial intelli-

gence, statistical sampling, and relationship mapping—that help automate the discovery process, reduce costs,

and enhance process and information integrity.

As noted, these efforts take place within the framework of law. In that regard, there is considerable detailed

material available covering the Federal Rules of Civil Procedure and the December 2006 Amended Rules,

including compendia of related case law. Accordingly, this book does not attempt to repeat that body of

information.

Instead, this book is designed to provide discovery and litigation practitioners with an easy-to-read intro-

duction and reference source for understanding ESI sources and underlying information technology, the func-

tional components of the discovery process, and the discovery technology that supports that process. The book is

organized into five Parts:

� Introduction to the ESI discovery lifecycle and the information technology systems likely to be encountered

� Explanations and discussions of the major sources of ESI

� ‘‘Walkthrough’’ of the e-discovery lifecycle processes

� Information on how to be better prepared for e-discovery in the future

� Additional reference information

Each chapter provides information to educate the reader concerning the various topics covered, and con-

cludes with a summary of issues and concerns that may need attention, as well as recommendations that may be

helpful to practitioners in addressing those issues.

In using this book it is important to keep in mind the constant and rapid pace of change that takes place

within information systems organizations and in the systems and software tools used by those organizations.
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This dynamic aspect of information systems makes it extremely difficult even for specialists in the field to keep

current with emerging technology, especially its impact on systems already in place within the organization

(legacy systems).

To gain a thorough understanding of any particular information technology would require intensive study of

large volumes of information on the subject. Such an effort is impractical and beyond the ordinary scope of most

practitioners in the legal profession. However, counsel must understand information technology well enough to

meet the intent of the Amended Federal Rules and to adequately represent the best interests of their client.

This book addresses this challenge by focusing on the fundamental characteristics and intent of the applic-

able technology, not on the arcane details of any particular technology. By taking this approach, the reader is

equipped with sufficient information to know what questions to ask, what person in the organization might have

the answers, and whether the answers are sufficient to satisfy the particular issue or requirement.

To achieve these objectives, the book is organized to enable easy reading and quick reference to topics,

while minimizing dependence on footnotes, endnotes, and other cumbersome annotations.

The Appendix contains sample material that helps make the content of the book more meaningful by

illustrating how selected components of the e-Discovery process have, or might be implemented in actual

practice.

Finally, the authors recognize that most organizations face budgetary and other resource constraints that

impose limitations on their practical ability to implement some of the recommendations set forth in this book.

This does not mean that the recommendations should not be considered where resource constraints exist. On the

contrary, in all situations, the recommendations should be viewed as incremental objectives that can move the

organization forward in terms of achieving effective e-Discovery capabilities. Accordingly, each organization

should consider the recommendations, set priorities, and establish plans for selective implementation that opti-

mize that organization’s respective capabilities.
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INTRODUCTION

& Given the central role of ESI in litigation, the discovery process frequently includes examination into the systems,

policies, procedures and practices that influence what ESI is preserved and produced. Authority for depositions

on these kinds of facts is often found, for example, in Rule 30(b)(6) of the Federal Rules of Civil Procedure, which

permits depositions of corporate representatives on topics identified by the requesting party. We will not attempt

to explore the legal parameters of such depositions here, but rather lay out, at a high level, some suggestions as to

topics that might be covered by the attorney charged with conducting such an examination before trial.

& As a generic outline, the topics presented here are more general than would be the case in a real deposition, one

that would deal with specific facts and most likely some documentation provided in advance of the deposition.

Of course, the art of examining a witness is largely in the follow-up—listening to the answer and probing it.

Potential witnesses on the ESI topics appearing below should think carefully about the additional questions

their answers are likely to raise and how they should answer them.

& By no means are the topics presented below intended to be comprehensive. There are many more topics that

could be explored and questions asked depending on the particular situation in which the deposition occurs.

Likewise, there are many different ways to ask these questions. Rather, these topics and questions are intended

to assist the attorney planning for the deposition by providing some directional guidance, and to assist those

preparing for these types of depositions with some insight into what might be covered.

& Note that not included here are the generic topics that are not specific to an examination on ESI sources and

discovery issues, such as questions relating to witness background and preparation.

Documentation Re: Sources of ESI

� Most organizations will have some form of documentation regarding their information systems and related

policies and procedures. If discovery of these types of documents has not occurred through written discovery

requests or other disclosure mechanisms, the examining attorney may wish to probe what is available and

request production. Ideally, such documents would be produced in advance of the deposition and would be

available for use as exhibits, but in practice this does not always happen.

� Documentation, especially documents that were not prepared for litigation purposes, can provide insight and

understanding into a party’s sources of ESI. There are too many possible types of documentation to identify

here, but examples could include graphical representations, such as network diagrams or ‘‘data maps’’, lists or

inventories of applications, servers and databases, applications inventories, and reports from asset-tracking

systems showing what equipment was issued when and to whom.

� The examiner should also find out what personnel are responsible for creating and maintaining any of the

documentation, as well as the process for doing so.

� An IT organization chart is a very useful document to have. Without having the kind of information repre-

sented in such a chart, the examiner should ask the witness to identify which IT personnel are responsible for

each source or system.

Electronic Mail – General

� Does everyone at the company have a corporate e-mail account or only certain categories of employees?

� If the latter, which categories or personnel?

� What e-mail system does the company use (for example, Microsoft Exchange, Lotus Notes, Other)?

& What version?

& When was it installed?
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& [Address legacy systems if relevant.]

& What functionality is available to users? Specifically:

* can they use offline mode (in Exchange) or equivalent?

* can they store .psts (in Exchange) or otherwise archive locally or elsewhere?

* can they use automatic forwarding to third-party accounts, e.g., Yahoo!Mail or ‘‘gmail’’?

* are they restricted by any policy or technical means from use of the company e-mail system for

non-business communications?

* are they restricted by any policy or technical means from use of non-company e-mail accounts for

business communications?

* [Note that if the answer is ‘‘yes’’ the means of restriction should be probed and, if appropriate, the steps

taken to monitor and enforce compliance with any applicable policies]

& Does the company apply a mailbox size limit?

* What is it?

* What happens when a user reaches the limit (e.g., are they able to continue to receive or send mail)?

& Does the company deploy spam or antivirus protection?

* If so, what tools are deployed and how are they configured?

* What happens to quarantined e-mails? Where are they stored?

& [Note that several other sections below return to e-mail topics in connection with, for example, servers,

backups, mobile devices, etc.]

Public Folders

& Does the company use public folders? [Public folders are locations on servers set up to facilitate collaborative

sharing of information among users granted access to the folder.]

& If the answer is yes, the examiner should probe how the folder is used and access controlled, as well as

retention practices, e.g.:

* Is there a policy governing how public folders are to be used?

* Can users move e-mail messages to which they want other users to have access to a public folder?

* Are the folders accessible by multiple employees?

* What is the process for creating a new public folder?

* How are permissions and access controlled?

* What retention rules or practices apply to public folders, if any?

* [Note applicability of other sections below, e.g., servers and backups.]

Remote Access

& Many companies provide means of remote access so that users can work efficiently from outside the office.

The nature and use of the access provided can impact the existence and location of ESI, among other things.

Accordingly, the examiner should determine how any remote access is handled.

& For example, the examiner should determine whether users can access the company servers via Outlook Web

Access (OWA) or some equivalent via a Web browser or by using a Virtual Private Network (VPN).
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Servers

& Servers are one of the fundamental sources of most ESI collections. There may be multiple different types of

servers playing various roles, but typically e-mail servers and file servers are a primary focus of electronic

discovery.

& Does the company routinely purge or ‘‘auto-delete’’ any information from servers? (Note that this is a fairly

common practice for e-mail servers.)

& If so, what is purged? [Note that very often routine purging is limited to certain folders, such as Inbox, Sent,

and Deleted Items; very often e-mails the user moves to personal folders are outside the scope of the

purge.]

& How is the purge implemented technically and procedurally?

& On what schedule does the purge occur?

& Are there any exceptions to the regular purge?

& How is the purge administered by IT personnel?

& What types of files are stored on the company’s file servers? [Note that file servers normally contain ‘‘business

documents’’ such as word processing documents, slide presentations, and spreadsheets.]

& Is access restricted or controlled in any way?

& Are there file shares or group shares?

� How are these organized?

� Who has access?

& What is the retention schedule for files on file servers?

& How is file server content organized?

& How is it accessed by users?

& [Note backup section below.]

Backups

& What systems and sources are backed up?

� Servers?

� Laptops?

� Other?

& How are the backups made, i.e., what is or are the backup system(s) in use and how are they configured

(hardware and software)?

& What is the schedule for backups?

& Are they full or incremental?

& Are tapes used?

& What type of tapes?

* Are the tapes recycled?

* Where and how are they stored?
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* How are the tapes labeled, inventoried, and/or organized?

* What information is available about the content of the tapes from reasonably accessible records?

* What is required in terms of tools, resources, and cost to search the tape content?

E-mail Archiving Systems

& Does the company use an e-mail archiving system?

* If so, what system?

* How is the system configured?

* What data does it save?

* What data does it discard?

* Where does it save data?

* Who administers the system?

* How is data extracted from the archive?

* How long has the archive been in use?

* Were any e-mails predating the installation of the archive system migrated to the archive?

Hardware

� What hardware is issued to users of interest?

* Desktops?

* Laptops?

* Storage devices or media? [Note that some companies prohibit the use of ‘‘thumb’’ drives or other storage

devices by policy; if that is the case here, the examiner should probe the monitoring and enforcement of

compliance with such policies.]

* Mobile devices?

& What are the criteria for issuing mobile devices?

& Are they completely synchronized with servers?

& Is SMS or PIN-to-PIN messaging enabled/permitted? [Note that data from such communications may

reside on the device itself but not on the servers.]

� Is there an asset-tracking system that reflects this information?

Document Management Systems

� Does the company use a document management system to store, manage, and/or search documents on file

servers or elsewhere?

* If so, what system and how is it configured?

* Where is the data stored?

* How can relevant ESI be identified and be extracted from the system?

* What retention rules are applied to the system?
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Legacy Systems

� The examiner should explore what systems were in use prior to the current systems and consider whether the

timing may indicate the existence of ESI in legacy systems based on the time period relevant to the lawsuit.

� If any such legacy systems are identified, the examiner should follow the trail of the potentially relevant ESI in

such systems—determining whether it is still being stored and if so in what manner.

Databases and Enterprise Systems

� Organizations of any significant size will have multiple systems using databases to store a variety of ESI.

Examples would include customer relationship management systems, financial and accounting systems,

human resources systems, engineering systems, etc. The list is endless depending on the particular industry

and business in question. At very large companies this list might include hundreds or even thousands of

different systems.

� This ‘‘structured’’ data is often overlooked in the excitement to find the smoking gun in the haystack of

e-mails. But for many types of cases, such as those involving allegations of accounting fraud, or allegations of

patterned employment discrimination to name a few examples, such database systems are critical. They also

create unique challenges for electronic discovery on a variety of levels.

� The examining attorney needs to first determine what the corporate landscape looks like for these types of

systems. Depending on the number of systems involved, the examiner may need to approach this landscape by

exploring categories of systems as opposed to individual systems or instances of systems. Then the examiner

can narrow the examination to focus more detailed questions on the systems containing ESI that is potentially

relevant to the case.

� The examiner should find out, for example:

* What types of ESI are stored in the system?

* How does information enter the system?

* How does the system process that information?

* Where does the system store the ESI?

* In what format is the ESI stored?

* What database technology may underlie the system (for example, Oracle or SQL)?

* What reports can the system generate?

* How is the system backed up?

* Is the system audited? When? How? What documentation reflects the audits?

* Who has access to the system and what rights do they have to manipulate or view ESI in the system?

Voicemail Systems

& Does the company provide the use of a voicemail system?

& If so, what type?

& Which categories of employees have voicemail?

& In what format does the system store voicemails?

& [Note that in many of today’s ‘‘unified messaging’’ systems, the voicemail system is connected with the e-mail

system, and voicemails are stored as .wav files which can be transmitted via e-mail; in other cases the system
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sends notification to a user that a voicemail has arrived but accessing the voicemail requires using the

telephony system.]

& What are the retention rules applied to voicemails?

& Is the voicemail system backed up? [See backup section.]

Instant Messaging

& Does the company provide employees use of an instant messaging (‘‘IM’’) system?

* If so, identify and describe the system, who has access, what parameters are in place and functionality

enabled, etc.

& Does the IM system allow communications with users external to the company (who are using other IM

systems)?

& What data does the IM system generate and what does it retain (e.g., logs, full content of chats, etc.)?

* Can it be configured to retain additional data?

* If so, what is involved in doing so?

& Does the company permit employees to use third-party IM applications via the corporate network (for

example, Yahoo!Messenger)?

& If such use is restricted, is this done by policy or technical restriction?

* If by policy, how is compliance with the policy monitored and enforced?

* If technically, how is the restriction achieved?

Third-Party Custodians

� Many companies outsource elements of their IT operations or records management. The result is that relevant

ESI may be in the possession of those third parties, thus requiring additional steps to ensure proper preserva-

tion and collection. One common example is storage of backup tapes for disaster recovery purposes, but many

companies outsource practically their entire IT function. Parties are not free to ignore relevant ESI simply

because it is in the hands of a vendor, but it can be easily overlooked until it is too late.

* Does the company outsource any of its IT or records management functions?

* If so, what functions?

* What ESI is retained by the vendor?

* What retention policies are applied to that ESI?

Intranet and Internet

� It is almost hard to imagine a business of any significance without some presence on the Internet. The forms

this presence can take are many, including for example, websites, blogs, chat rooms, and bulletin boards.

In many cases information from these sources is relevant. Accordingly, in these cases it is critical that the

examiner understand the details of the company’s Web presence, including the content as well as the retention

policies applied to the resultant ESI.

� Many companies also maintain an Intranet for the use of corporate employees. More often than should be the

case, the corporate Intranet is not subject to strong central control and business units are free to set up their
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own areas on the Intranet with content that is not reviewed for compliance in advance of or even after posting.

The examiner should understand the rules of the road—or lack thereof—for the corporate Intranet, including

without limitation the process for the posting of content, the degree of access permitted to various users, and

the retention policies applied to Intranet ESI.

General Document Retention Policies and Procedures

� Does the company have a document retention policy?

� If so, is it written?

� When was the policy established? [Note that if relevant given the time period of the matter, the examiner will

have to track the evolution of the current policy by discovering the prior policy and what changes the retention

policies underwent over the time period in question.]

� Is there a retention schedule that accompanies the policy?

� How does the company try to ensure compliance with the policy?

* Does the company monitor for compliance? How? Is this monitoring documented?

* What does the company do when it finds non-compliance?

* Has this ever happened? With what result? Are there records of this or these incidents?

* Are employees trained on the policy and how to comply?

� What steps does the company take to ensure the confidentiality and security of its data?

� What group or groups and which individuals are responsible for formulating and implementing the document

retention policies?

IT Usage Policies

� Does the company have a set of policies governing employee use of the company’s IT asset? What are they?

Are these written?

� Do these policies address permitted storage devices and locations?

� Do they address whether home computers or other non-company-issued devices may be used for business

purposes?

& How does the company monitor and enforce compliance with these policies?

& Who is responsible for formulating and implementing the policies?

Former Employees

& What are the company’s policies and procedures with respect to IT assets and ESI held or stored by users who

have left the company?

& What happens to their computers when they leave?

& What happens to other devices that may store ESI?

& What happens to ESI they have stored on servers?

& What happens to their access rights and permissions?
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Litigation Hold Procedures

& Does the company have policies and procedures governing compliance with legal preservation duties, i.e.,

‘‘litigation holds’’?

& What are they? [Note: the examiner should make sure that all sources are addressed by the procedures. It may

be necessary to confirm this for each item on the list. For example, the examiner should find out what

procedures have been established for handling e-mail, ‘‘business documents’’ on file servers, computer assets

of departed employees, backup tapes, etc.]

& Are these policies written?

& Who decides whether and when a hold should be implemented?

& Are these determinations documented along with the rationale?

& Who determines the scope and parameters of any litigation hold?

& Are these determinations documented along with the rationale?

& How is specific ESI that may be subject to a hold identified?

& Are electronic search methods and technology used?

& If so, what are they?

& What testing is done to ensure correct identification?

& Does the company send hold notices to employees or third parties with ESI that is potentially relevant to

reasonably anticipated or pending legal action?

* Are these based on a standard form that the company uses?

* How does the company transmit the notices?

* Does the company transmit notices to each individual custodian with potentially relevant ESI?

* Are recipients required to acknowledge receipt of and compliance with hold notices? Are there records of

such acknowledgements?

& Are employees trained on how to implement litigation holds over ESI?

& Does the company use any specific hardware or software tools to implement litigation holds?

& Does the company monitor and enforce compliance with litigation holds?

* How?

* What records does the company keep of such activity?

& Does the company follow up on hold notices issued to individual custodians? How?

& Who was/is involved in formulating and implementing litigation hold policies and procedures, and what are/

were their respective roles regarding the same?

Collection Policies and Procedures

& Does the company have policies and procedures governing the collection of ESI?

& What are they? [Note: as above, the examiner should make sure that all sources are addressed by the pro-

cedures. It may be necessary to confirm this for each item on the list.]

& Are these policies and procedures written?

& How does the company monitor for and enforce compliance?
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& Who formulated these policies and procedures?

& Who carries out collections?

* What training and/or certification do they have?

& How do they decide what to collect?

& What hardware and software tools do they use and how?

& What testing is done to verify proper collection?

& What elements of the collection process are documented and how?

& How is the chain of custody managed?

& How does the collection process attempt to ensure the integrity of ESI as evidence?

& What safeguards are in place to prevent alteration of metadata?

The Instant Litigation—Chronology of eDiscovery Steps

Preservation

� At this point the examiner may wish to explore what the company did in the case at hand to comply with its

various preservation and discovery obligations, in light of the information about sources, systems, personnel,

policies, and procedures acquired through the above-outlined avenues of questioning.

� This would include detailed questioning about any actions taken to comply with the duty to preserve ESI

relevant to the case, including without limitation who was involved in such actions, when they took such

actions, how they identified ESI for preservation, and what documentation exists concerning such actions. For

example:

* When did the company decide that it had an ESI preservation duty in this case?

* Who was involved in making that decision?

* Was the decision and the rationale for it documented?

* When did the company decide on the scope of the duty?

* What did it decide to preserve?

& Which custodians?

& For what time periods?

& Were keywords used?

& What sources of ESI were targeted?

* Who was involved in making that decision?

* Was the decision and the rationale for it documented?

* Was a hold notice sent to custodians?

& To whom?

& How?

& What did it say?

& Were they asked to confirm receipt, understanding, and compliance?

& Did any of them ask questions about the notice?
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& What was done to follow up and ensure compliance?

& Was all of the above documented?

* The examiner should ask about what specifically was done to preserve each source of ESI, including:

& What steps were taken;

& Who performed the preservation steps;

& When they did so;

& What hardware/software tools were used; and

& What documentation of the efforts exists.

� Were custodians interviewed to determine what sources of ESI might exist?

* What were they asked?

* Who conducted the interviews?

* When?

* Is there documentation of these interviews?

� Were electronic searches conducted to identify ESI for preservation?

* What sources were searched electronically?

* What types of files did the search target?

* How was the search executed?

& Was the protocol documented?

& Who performed the searches?

& Were keywords used? If so, what were they?

& What technology was used to execute the searches?

& What steps were taken to verify that the search captured results accurately?

& [Additional probing of the limitations of any search technology might be performed, including how the

search addressed problematic files, such as password-protected files.]

& What records of the searches were kept?

Collection

& Was the ESI collected the same ESI as what was preserved?

& If not, why not and what was the discrepancy?

& How was the collection performed? [Note that this may need to be asked for each source of ESI.]

& Was the process documented? How?

& Who performed the collections and what are their qualifications to do so?

& What hardware/software tools did they use?

& Was metadata preserved intact through the collection methods used?

& What documentation was kept regarding the chain of custody?

& Were there sources from which ESI was not collected?
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* Which sources?

* Why?

* Were there types of files that were not collected?

* Were any efforts made to recover deleted ESI?

Post-Collection

& The examiner should track chronologically the progress of the ESI from the point of collection to production.

For example:

* What was done with the ESI after it was collected?

* If further ‘‘culling’’ and/or ‘‘processing’’ was performed on the ESI, what was done, what technology was

used, and who performed the culling and/or processing?

& Was there a process for handling processing ‘‘exceptions’’ and if so, what was it? If not, what happened to the

exception files?

& How was the review for production carried out?

* Who conducted the review?

� Were the reviewers attorneys?

� Was any of the review outsourced to contract attorneys?

� If so, were any of these attorneys outside the U.S.?

* What review procedures were followed?

* What technology was used to conduct the review?

� How does it work?

� What checks were done, and what documentation exists to verify completeness and accuracy?

* Was sampling used as any part of the review process?

& What checks were done, and what documentation exists to ensure that all documents designated for production

were copied to the production media?

Evidentiary Questions

& The examiner may wish to lay the groundwork for future analysis of evidentiary admissibility issues. For

example, questions may be asked to ascertain whether or not it is appropriate to consider certain documents

business records under a hearsay exception. The examiner should research the criteria for admissibility under

the applicable law and ask questions designed to assist an analysis of whether those criteria have been met.

& The chain of custody questions outlined above would be examples. Another example would be to ask whether

the document in question is a record that employees are required to keep as part of their job responsibilities,

which is a potentially important factor under the aforementioned business records analysis.
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